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Akenti Access Control System
Security for Widely Distributed Systems

-~

Motivation:
Our scientific environment involves
- multi-user instruments at national facilities
- widely distributed supercomputers and large-scale storage
systems
- data sharing in restricted collaborations
- hetwork-based multimedia collaboration channels
and these facilities, collaborations, and stakeholders are diffuse -

geographically distributed and multi-organizational.

These circumstances require

. distributed management - because the principals and
resources are dispersed organizationally
. distributed access control - because the resources and users

are dispersed geographically
- J
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Akenti Access Control System
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Akenti Access Control System: Model

@se a Well Understood Approach as a Model

¢ Stakeholders are identified by (usually) written policy

¢ Representations of authority (“use-conditions”) are made by
written, signed procedures, memoranda, etc.

¢ The required use-conditions are satisfied by a set of attributes:
organizational membership, training, etc.

¢ Who and/or what can attest to users’ satisfaction of the
use-conditions is established by policy: e.g. a token issued by
personnel department, a certificate of training issued by an
accredited school, etc.

¢ Credential checking is usually based on an operational
authority that compiles a list of stakeholder use-conditions and
then validates the users’ attributes against this list

N J
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Akenti Access Control System: Model
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Akenti Access Control System: Model

‘e All of the attributes that match use-conditions are likely to be )

packaged into a “capability” - a single document (e.g. a
“license” or badge) that names the user, and perhaps the
resource and the range of permitted actions

¢ The access control enforcer - a door guard, the experiment P,
etc. - typically just validates the capability (e.g., checks the
license) when access is requested

This general societal model provides us with the framework for an
on-line architecture that accomplishes the same sort of access
control for on-line resources.

N J
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Akenti Access Control System

@verall Goals )

On-line access control for the scientific environment must provide;

¢ Secure sharing of resources in a way the reflects currently

accepted practice and principles:

. stakeholders independently make assertions about resource
use

. trusted third-parties certify user attributes required for the
use-conditions

. authenticated users that posses the required attributes easily
gain access

- the level of credential checking (and security) is determined
by the nature of the resource being protected

N J
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Akenti Access Control System: Goals

o Dynamic and easily used mechanisms for generation, A

maintenance, and distribution of the access control information

. those that make assertions (e.g. establish the use-conditions jor
attest to user attributes) must be able to do so within their
own working environment (usability!)

¢ Strong assurances that use-conditions are met
. access decisions must be made based on assured informatign
and then enforced by strong security services

¢ Provide a mechanism to separate access policies from identity
policies

. akin to authorization certificates (e.g. X9.45)

N J
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Akenti Access Control System

/Bacquound and Framework

¢ Digitally signed documents (an application of public-key
cryptography) can provide
. assured assertions (e.g. enumeration of resource
use-conditions), and
- user information (name and attributes)
without requiring the physical presence of the signer/certifier

(in the same way that we accept holographically signed
documents today).

¢ Certification Authorities provide policy-based identity
assurances in the form of widely distributed, digitally signed
certificates that bind an identity to a public key (analogous, e.g.,
to a state issued driver’s license) - one type of “signing
authority”

N J
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Akenti Access Control System: Background

*)

-

Other signing authorities are the stakeholders that generate,\

sign, and distribute their assertions as certificates

A policy engine and access control gateway identifies
stakeholder imposed use-conditions and whether a potential
user has met these use-conditions and makes access decision
for, e.g., information systems, instruments, communications
channels, computing and storage capacity

Application-level security services that provide secure

(confidential and reliable) end-to-end communication enforce
access control decisions (e.g. SSL - the Secure Sockets Layer
and GSS - the IETF’s General Security Services API)

Web browsers (e.g. Netscape) and servers (e.g. Apache), and
commercial Certification Authorities and directory servers, can
provide a general infrastructure for managing certificates.
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Akenti Access Control System

/General Approach )

¢ Use-condition / authorization certificates allow stakeholders to
Impose their requirements in a “natural and convenient” way -
by representing them as digitally sighed documents that are
generated, maintained, and distributed in the stakeholder’s
“local” (working) environment.

¢ Attribute certificates : attribute certifiers (“verifiers™) provide
user characteristics that match use-conditions, again in a
natural and convenient way.

¢ Identity : standard X.509 certificates and Certification
Authority infrastructure are used for identifying and
authenticating various entities.

N J
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Akenti Access Control System: Approach

*)

-

“Akenti” policy engine : An independent software module that
makes access decisions by
- identifying all stakeholders’ use-conditions associated with a

resource,
. searching for the corresponding user attributes, and
- verifying that a potential user matches all stakeholder’s
use-conditions.

Capabilities: For a given resource, Akenti provides a verified
user identity, an assured access control decision, and a list of
permitted actions. The application (or its agent) then uses thes
to control specific user actions and to set up a secure
communication channel between the user/client and resource.

<
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Akenti Access Control System

/Implementation and Deployment Strateqy A

¢ Use as much existing and emerging technology as possible:

- identity certificate generation and managementis provided by
Netscape Navigator (v4, and later), the Netscape, or
comparable, CA and LDAP directory servers

. Security services are provided by SSL and GSS (for providing
secure communication channels)

¢ The Akenti policy engine is being kept independent of the
application and the security services.

¢ The Apache Web server is used as a prototype access control
gateway for data and other services that can be invoked with
cgi-bin scripts. The standard Apache access control module
(.htaccessetc.) is replaced by Akenti.

N J
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Akenti Access Control System: Implementation
~

¢ Java applications provide the mechanism for stakeholders and
attribute certifiers to construct use-condition and attribute
certificates.

¢ Any Web server “trusted” by the stakeholders and certifiers
can be used to distribute the use-condition and attribute
certificates.

¢ Akenti provides data driven certificate analysis: it does no
semantic analysis of the use-conditions - that is left to the
resource server, or to out-of-band agreements (i.e. as to what
specific terms mean and their relationships to each other).

N J
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Akenti Access Control System: Implementation

N
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Akenti Access Control System

Krhe General Security Model for Access Control

The security model is that the authorized “user community”
(collection of identities that will be granted access) is defined by the
Intersection of a set of “use-condition” groups.

A Use-condition group is implicitly defined by a use-condition
requiring an “attribute” (to be presented by a “user” in order to
satisfy the use-condition).

Group are populated by designated “certifiers” who assign
attributes to users.

So, the authorized community is the subset of identities that belong
simultaneously to all of the use-condition groups for a resource
environment.

N J
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Akenti Access Control System: Security Model
~
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Akenti Access Control System: Security Model

(This security model is intended to support a variety of policy
models, including flat and hierarchical authority, and
decentralized and centralized management of access conditions.

~

The security model provides for controlling access to resources
through restrictions imposed by several types of use-conditions
that are defined independently by multiple stakeholders:
. access groups are defined implicitly by requiring a set of
attributes
. actions on resources may be further restricted by requiring
additional attributes (evaluated independently of access)
. operational requirements (e.g. time-of-day) are defined and
satisfied by “data fields” in attribute certificates (and then
acted on by the security gateway or resource server)

N J
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Akenti Access Control System

A policy models built on a general security model in a way that will
support the access/use policies required in a particular resource
domain.

The characteristics of a particular policy model - e.g. hierarchical
authority with delegation - is a function of the resource /
application domain.

A hierarchical policy model is implemented using the Apache Wel

use-conditions) is evaluated from the point of attempted access, U
to the root of the Web server directory structure. This allows for
multiple, independent, hierarchically related stakeholders (who
can impose use-conditions at and below the directory that they
control, but not above) and it allows for delegation of authority if

'Policy Model A

server: the specification of resource stakeholders (i.e. who can se

N J
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Akenti: Policy Model

‘the Web service (e.g. ImgLib) provides for users creating
directories and specifying who can set use conditions.
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Akenti: Policy Model
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Akenti: Policy Model

http://ImgLib.Ibl.gov
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Akenti Access Control System
@Deration of the Akenti Access Control System )

Akenti is an implementation of the “policy engine” component in
the architecture illustrated in figure 2. It provides:

. an interface for acquiring a specification of the general policy

items (e.g. the resource name, who are the stakeholders, whic
are the trusted CAs, etc.)

. acquisition and verification of all related certificates

- matching of (uninterpreted) use-conditions and attributes
- Implementation of a policy model (e.g. what are the
relationships among the stakeholders)

. passing the resulting “capability” to the resource controller

The following figures illustrate the flow of control and information
In the Akenti access control system relative to the policy model
llustrated in figures 4 and 5, above.
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Akenti Access Control System: Operation

g John Walker
‘, (Mary Zolar co-worker)
University of Montana-Missoula

*

request for
access

Mary Thompson
(Lung collab. leader)
UW, Milwaukee

http://lung.bicﬁwr%.edu )
http://ImgLib.Ibl.gov ‘-
Il I:IHgII:TuI. Library . ‘

_--'_"_._-:,._:"'- E = -'_-“'a
wﬁ Tk Cab -H “
. ._.‘-.-.-.'-\-\.\_\_

Project Solection summany Publicly avadlable
ﬁ‘] Ta

L= | summary datad| Mary Zolar
= [ (data_a owner)
| o n\ﬁ_‘- e
Irilie idual :

investigators datag -

x

Jim Bean 7O -
(group_a lead) Vo)
U. of Alaska -
*\ @ 6 Access Control, Step 1
http://bio-a.alaska.edu A request for access is made to a private data
% O area of the digital library on ImgLib.lbl.gov

N

Imaging and Distributed Computing Group, 24 e
Informatlon and Compu“ng Sciences Division [Global.Capability.Akenti.summary.VG.fm - July 22, 1998]

q R
— | (




Akenti Access Control System:

Operation

Lo /
-

The use-conditions are formulated
{ and controlled in the environment
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Access Control, Step 2

The request for access causes the policy engine to identify
the stakeholders and retrieve their use-conditions.
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Akenti Access Control System: Operation
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Akenti Access Control System: Operation

Lt / )

) John Walker ‘
¥.500 Carification Axthesity (Mary Zolar co-worker)
= University of Montana-Missoula A7
ETT0 e
=== =% | )
—— . I+ Use-Condiion Generator
= M JETIECET ~ =
)\ —

- secure
channel

http://ImgLib.lbl. gov

I:.H-;Itjul. LII:.urnre.l
I |, l

Witlgsl l.ung “Collaboratian
Progjes) Sllection gliimimary

Publicly avadlabla
y-] infarmatiang

i e ——— e - 1
| ] aroup | W |
- [~ | summary dalai

. = /
s % .
Imdiw idual z
ﬁ-inhﬂrigﬂnr'i dﬂlﬂﬁ I.:" I—F ¥

Mary Zolar
(data_a owner)
LSU

¢ http://bio.Isu.edu

7O
Q
. of) = 9 Access Control, Step
=1 D . S
*\ | The access control decision (affirmative) is passed tht
== owm o= Web server that then establishes a secure
D o s e— communication channel to the requester.
=] O j
Imaging and Distributed Computing Group, 27 )

Informatlon and Compu“ng Sciences Division [Global.Capability.Akenti.summary.VG.fm - July 22, 1998]




Akenti Access Control System

(Authorization Certificates for Apache

Akenti integrates with the unmodified Apache Web server by
replacing the standard access control module (“htaccess”).

Secure connection requests (https) pass the user identity certificate
and the name of the requested resource to Akenti. Akenti then
identifies all use-conditions, obtains the attribute certificates for
the user, validates all certificates, and matches all use-conditions
with attributes.

N J
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Akenti Application: Apache

N

.g Authorization Authorities Certification
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10 Akenti Integrated with the Apache Web Server
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Akenti Application: Apache

/Identifv the stakeholders (htauthority) A

Establish explicit trust of CAs:

UserldCertificate Authority

"/IC=US/O=Lawrence Berkeley National Laboratory/OU=ICSD/CN=IDCG-CA"

"-----BEGIN CERTIFICATE-----\
MIICADCCAd2gAwIBAgIBATANBgkghkiGOWOBAQQFADBeMQswCQYDVQ\
QGEwWJVUzZEUMCWGAL1UEChMITGF3cmVvuY2UgQmWWa2VsZXkgTmF0aW9ouYWwgTGFib3JhdG9yeTE
NMA\
SGALUECXMESUNTRDEQMA4GA1UEAXMHSURDRY1DQTAeFwW05NzA4MjkxNjMwNDJaFwO50TA4M
JKXNJj\

MwNDJaMF4xCzAJBgNVBAYTAIVTMS4wWLAYDVQQKEYVMY XdyZW5jZSBCZXJrZWxleSBOY XRpb2
5hbC\
BMYWJvecmFOb3J5MQOwWCwYDVQQLEWRJIQINEMRAWDgYDVQQDEWdIJRENHLUNBMIGIMAOGCS
gGSIb3DQ\
EBAQUAA4GNADCBIQKBgQDATrly+tnX5eW7v4KT5CV{/IwR8rDkgniDUg34x/wqrKbMOAY +SV2hEHZ\
+MCDgSImMPOXfwWEpIXWS5IYY XqJ3+dK06et7mUodOhAB+0b6a8dVwull+gRwEi80vft4+WvDUUHMZQ\
ig3UgFTsPN+09sW+2pagXNQZvBg2r+6/o0vM40qVwIDAQAB0OIWQDAdIBgNVHQ4EFgQUCQcdglLvwV\
prM7KLIPLI7fmW4PswHwYDVROjBBgwFoAUCQcdqlLvwVprM7KLIPLI7fmW4PswDQYJKoZlhveNAQ\
EEBQADQgYEAtcWt79TvzTI+zIkXBm8IqJPLXfsmwn0OeaUGZiBkxhm5FGMUs02sUjaAUKIC6seR9XN\
E2C6EEJ70OyZRP7aqtNbbqeZBnUtCIN/iyFkOvQMMtItTPréuBbExhUaGFuJLMhHIMG/1pfDTIHQZ\
10Q0sF1ZmLyAdhiQBXeklI5c5iheP4=\

————— ENDCERTIFICATE-----"

UserldCertificateAuthority
"/C=US/O=Diesel Collaboratory/OU=SNL-CA/CN=glow-plug.ca.sandia.gov"
"-----BEGIN CERTIFICATE-----\
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Akenti Application: Apache

/I\/IIICdeCAd+gAWIBAgIBATAN BgkghkiGOWOBAQQFADBMQswCQYDVQ\ N
QGEwWJVUzEdMBsGA1UEChMURGIIc2VSIENVbGxhYm9yYXRvcnkxDzANBgNVBASTBINOTC1DQTEg
MB\
A4GALUEAXMXZ2xvdylwbHVnLmNhLNNhbmRpYS5nb3YwWHhcNOTgwNDAXMDAYyOTIzZWhcNMDAwWMz
MxMD\
AyOTIzW|BfMQswCQYDVQQGEwJVUzEdMBsGALUEChMURGIIc2VSIENVbGxhYm9yYXRvcnkxDzAN
Bg\

NVBASTBINOTC1DQTEgMB4GA1UEAXMXZ2xvdylwbHVnLmNhLNNhbmRpYS5nb3YwgZ8wDQY JKo
Zlhv\
cNAQEBBQADgYOAMIGJA0GBAMSvxyzTTNVIEAFVS1QnuSWXRNyxZ9RtvJQZsISRS5pG8kFi4VOYR
3\

5uO0x+zjgVCaVwo+olvKjiA2VbMe4VD5YFbxaVXmGnDDS5ct5hOh8ZSDnoOBy3dksKGkvJ8aEpOtl\
KBApx72sWL8Jp23wCFXMCcOhFehWW2rnhkxQQ3xM7dAgMBAAGjQJBAMBOGA1UdDgQWBBSLil15p
3\
0BaWhh17Rh4lykOgWNVjAfBgNVHSMEGDAW(gBSLiI15p30BaWhh17Rh4lykOgWNVjANBgkghkiGOw\
O0BAQQFAAOBgQAIVpDnEamYLuatyZ1xN9/g8V{/lgoMV70Un4HYL6JvFdaDjREzzCuZLiMVUqeyNO\
oUYnAdqQ84vf4tPAmGcdgqORKG7SBaeRtMazwDfA2rLH49H+A4IVQjFjkArxg/QLaltjVS/IkmDiV\
9A6kd+mxQbOxWohpG3QJJID7t/usl8f6g==

|dentify directory servers for the CAs:

CertificateDirectory public Idap idcg-ds.Ibl.gov
CertificateDirectory public Idap injector.ca.sandia.gov

|dentify stakeholders and their certificate distribution agents:

UseConditionCAandIssuer
"/C=US/O=Lawrence Berkeley National Laboratory/OU=ICSD/CN=IDCG-CA" "/C=US/O=Lawrence
\Berkeley National Laboratory/OU=ICSD/CN=Srilekha Mudumbai Authority"

Imaging and Distributed Computing Group, v
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Akenti Application: Apache
4 N

UseCondRequired http://www-itg.lbl.gov/~mudumbai/Certificates

UseConditionCAandIssuer
"/IC=US/O=Lawrence Berkeley National Laboratory/OU=ICSD/CN=IDCG-CA"
"/IC=US/O=Lawrence Berkeley National Laboratory/OU=ICSD/CN=Mary R. Thompson-sa3"

UseCondRequired http://www-itg.lbl.gov/~mrt/Certificates

-
32 -
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Akenti Application: Apache

/Use-conditions:

<HTML>
<TITLE> Use-Condition Certificate </TITLE>
<BODY>

----- BEGIN TEXT-----

use-condition

issuerAndCA

"/IC=US/O=Lawrence Berkeley National Laboratory/OU=ICSD/CN=IDCG-CA" "/C=US/O=Lawrence
Berkeley National Laboratory/OU=ICSD/CN=William E. Johnston sg1"

|dentify what the use-condition is being imposed upon:
resource http://anl-hero.es.net/bwbroker

The policy model for this resource is hierarchical:
scope local

What is required:

attribute "( group : BWBROKER-ANL )"
enable access read,execute

Who can certify the attributes that satisfy this use-condition?

attributelssuerAndCA

group "BWBROKER-ANL"

Attribute "/C=US/O=Lawrence Berkeley National Laboratory/OU=ICSD/CN=IDCG-CA"
"/IC=US/O=Lawrence Berkeley National Laboratory/OU=ICSD/CN=William E. Johnston sg1"

N J
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Akenti Application: Apache

/subjectCA "/C=US/O=Lawrence Berkeley National Laboratory/OU=ICSD/CN=IDCG-CA"

----- END TEXT----

Assure that this certificate was issued by a legitimate stakeholder:

</BODY>
</HTML>

N

Imaging and Distributed Computing Group, 34
Information and Computing Sciences Division

[Global.Capability.Akenti.summary.VG.fm - July 22, 1998]



Akenti Application: Apache

(Attributes:

attribute-certificate

What?

attribute group
value BWBROKER-ANL

When?

notValidBefore 9804302336567
notValidAfter 9805010036567

For whom?

subject "/C=US/O=Lawrence Berkeley National Laboratory/OU=ANL/UID=b30118/CN=Richard
Carlson/Email=racarlson@anl.gov" "/C=US/O=Lawrence Berkeley
National Laboratory/OU=ICSD/CN=IDCG-CA"

By Whom?

issuer "/C=US/O=Lawrence Berkeley National Laboratory/OU=ICSD/CN=William E. Johnston sg1"
"/C=US/O=Lawrence Berkeley National Laboratory/OU=ICS
D/CN=IDCG-CA"

Guarantee:

Imaging and Distributed Computing Group, 35
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Akenti Access Control System
(Authorization Certificates for GSS-API

~

The integration of Akenti with GSS uses the Simple Public-Key
Management protocol (SPKM). (SPKM is one of several standarc
protocols defined to do session key management for GSS.)

If the resource server has multiple functions, then these functions
may be individually access controlled by imposing use-conditions
on named “actions.”

If a hierarchical authority policy model is required for multiple
stakeholders, then.htauthority files can be placed in a directory
hierarchy that is available to the resource server (actually to
Akenti).

N J
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Akenti Application: GSS API

N

.g Authorization Authorities Certification
8 (resource owner generated Authorities
E S USE-COI’]ditiOﬂS) (identity -e.g. X.509) certificate servers
‘CS5 ‘g M ¢ identity (trusted agents of
Q5 Attribute Authorities ¢ use-conditions the sig_n_ing
5 / I/ 7
— , / / / stakeholder identities
, | |certificate cache manager ~ policy engine ¢ htauthorityfiles in
N ¢ cache all active certificates ¢ 'dent!fles stakeholdgrs directories corresponding td
9 accounting for the cache —|—p| ¢ acquires use-conditions . the authority hierarchy
= time limits imposed by theg + identifies required attributes and issuefs__ [, gtakeholder DN
© stakeholders ¢ acquires attribute certificates + stakeholder CA
+ cache resource capabilities ¢ valldatezI .c.ertlflcatgs aqg matches + stakeholder directory servef
use-conditions and attributes + permitted user CAs
- secure platform .
user auth. request response (“denied” or a “capability”)
id . resource server
ldentity " Akenti/SPKM ¢ the server associates
1 '\ I3 ” 'Y H
© @)KV‘O;X ¢ pass user identity and resource name to Akenti t;]es((j).urcet: |Fjent|tr|]es V\{'ﬁh
ol ¢ acquire capability from policy engine (or fail) hte tlr:ec' orﬁs w erE te
Qo ¢ do session key generation and exchange for G$ authority files are kep
o) user
client secure channel (GSS) " . g
application ¢ authenticated and/or confidential messaging ¢ tneresourceIs accesse
11 Akenti Integrated with the Generic Security Services API

Imaging and Distributed Computing Group,
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Akenti Access Control System
(Authorization Certificates for CORBA A

Two approaches to integration of Akenti and CORBA :

¢ Use Akenti+SSL
. coarse grained — only knows server identity, not functions

¢ Use OMG standard “intercepter” function
- OID
. user/client DN

If the resource server has multiple functions, then these functions
may be individually access controlled by imposing use-conditions
on named “actions” that are derived from the OID.

If a hierarchical authority policy model is required for multiple
stakeholders, then.htauthority files can be placed in a directory
hierarchy that is available to Akenti.

N J
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Akenti Application: GSS API

Server

Akenti

use-condition analysis based
on

e use name
* object name
* requested actions

“interceptor”
¢ A‘request object” is
supplied during SSL
context establishment
+ if callout to access
control fails, the SSL
connection fails

ORB

Client

SSL

ORB

N

12

Akenti Integrated with A CORBA ORB using OMG “Interceptor”

Imaging and Distributed Computing Group,
Information and Computing Sciences Division
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Akenti Access Control System

‘Certificate Infrastructure A
How certificates are generated and managed is a key factor for thg
usability of the access control system:

¢ Must be very simple for the user

¢ Must be relatively simple for stakeholders

¢ Must not be an administrative burden

Netscape has built a useful collection of identity certificate
management tools and user interfaces, and our implementation
uses these facilities.

http://www-itg.Ibl.gov/security/Akenti
¢ User Interaction

¢ Identity establishment

¢ Use-Condition generation

¢ Attribute Generation

This section presents a summary of material that may be found at

al

-t

N J
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Akenti: Certificate Infrastructure

/User Interaction A

The normal user interaction is intended to be as transparent as
possible. When attempting to access a secure resource, the user
client (e.g. a Web browser) supplies the private key to authenticats
the user. The access control system identifies and obtains all of th
required certificates: use-conditions for the resource and the
corresponding user attributes. When the use-conditions are
satisfied and the user identity authenticated, access is permitted
with no user action other than making the private key available.

7-UI3  8-Ul4 9-UI5

et
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Akenti: Certificate Infrastructure

- )
#= LBL Data Intensive Distributed Computing Research Group and Imaging a piarvininipipininialadinisiniyininianink.
File Edit %iew Go Communicator Help 1 Access a Secure Server :
W e A D 2 I & G I
! Back Fopward Reload Home  Search Guide Frint  Securty  Stop 1 1
T J?Ennkmarks ¥./3 Ln:u:atin:un:Ihttp:.-".-"www.itg.ll:ul.gnv.u’ : Secure Web servers use the SSL :
- g%lnstanth-‘le%age [rtertiet I:i Lookup |:|"'r MewECool ] (Secure Sockets Layer) protocol to

| . ; |
% ; authenticate the client and the "
0 Data Intensive DISU server, and for setting up an :
o encr ted communication channel. |

omputing Researcl
- and | httpsrefers to Web servers that use,
“ ' the SSL protocol. Inthis case, acces:s
o Imaging and Distr{ control is provided by Akenti. .
1
|

L Collaboration Gt .
gl ‘——----....I--------------- = m = m i
o o O S g —
? ﬁRSCI ane i - ..’ Eknéet,lrjtgg:::nrld YWwide web location [LURL] ar $pecm:the lozal file wou wiould
cl ortnation atd Computing =04ence: — .
| Erest Orlando Lawrence Berk™ Ihttm Aimglib. bl govshared = P Chooze File...
?E One Cyelotron Road, S0B-2270, Eﬂ%en location o file in. Enmpns;;r,&
.:]. . - Iﬂlwgatnr Open | Cancel Help
c1| This page surnmanzes the actinties ¢ Etribute

| Collaboration Group. & marker like this B9 indicates that within one or two hops yvou'll ind an interactive resource ke the
“Whole Frog Project where vou can experience the benefits that imaging and networlang bring to science, education, and
incdustry.

-
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Akenti: Certificate Infrastructure

ve Distributed Computing Rezearch Group and Imaging and Distributed Collaboration Gr -

Communicator Help

Make your identity

A 4 2 £ o &

Reload Home Search Guide Frint  Securty  Stop

available for

\5& L-:u:ati-:un:Ihttp:ﬁwww.itg.lhl.gnw’

authentication.

g Internet |:|' Lookup |:|r Mewi:Cool

Data Intensive Distributed
Computing Research Group

and
a rT Y3istribiitad

-
‘I"‘I"‘Iﬂ(ﬂ‘l"‘lﬂ' anm

Y 4
4 Fleaze enter the pazsword ar the pin for )
' Communicator Certificate DE. i
' I
. ?
LN | ,
A 3 a P
Tomputing Sci ey . _e” g 0K, Cancel |
awrence Berlele .-

oad, S0B-2270, Berkeley, CA, TISA 534720

rizes the actinties of the Data Intensive Distributed Computing Eesearch Group and

oup. A matleer like this B mdicates that within one or two hops vou'll find an mteral:i

N

" : your identity you must
e [T
l'.l'l‘l'll

Pazsword Entry Dialog |
|

— your private key and your

1 When a remote server requests!

unlock” your private key so
that it may be used to

. authenticate your identity.

" (Recall that your identity is

: authenticated by checking that

. published public key match.)
: Netscape allows several option -
| for when your passphrase is

requested but at the very Ieast
! it is always requested the first :
1 time that you are
: authenticated.

I-----------------y

i
i
i
i
i
i
i
i
i
i
i
i
i
i

8
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Akenti: Certificate Infrastructure

N

¥ Index for shared - Netscape

File Edit “iew Go Communicator Help

=

+« » A &4 2 £ S 8 F

Back Forward Reload  Home  Search Guide Print  Securty  Stop

th Bookmark.z \g{. Lu:u:atiu:un:Ihttps:.-".-"imglil:u.ll:ul.gu:uv.-"shared.-"

T ,g%lnstantMessage Internet |’_‘|'r Lookup |’_‘|'r M et Coal

.| santajpg
| -- Loaded on Fri Dec 12 158:07:01 PET 1297 by Mary E. Thompson

| Index for shared

Load files to this directory Load file |

security. handout [~ delete
-- Loaded on Fni Dec 19 18:00:31 PET 1957 by Mary E. Thompson

A larger asci file

™ delete

| This iz a larger jpeg file

sidelist.html I delete
-- Loaded on Wed Dec 31 00:22:31 PET 1997 by Mary E. Thompson

A small colorfinl html page

giftrans.c [~ delete

7| -- Loaded on Wed Dec 31 00:48:32 PST 1997 by Mary B. Thompson

The user has met the

use-conditions for this

resource and access Is
allowed.

The “normal” operation of the
access control system is intended t
be transparent to the user, and
specific use-conditions are not
normally visible to the user. The
use-conditions, and the user
attributes needed to satisfy them,
are established elsewhere. (However
if “real” credentials beyond identity :
are required for a particular :
resource, then the user will have to »
provide those to the party who is :
certifying that user attribute.) :

-----Q-------y

--------------------y
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Akenti: Certificate Infrastructure
/Identitv Establishment )

An identity certificate binds a user name to a public key in a
document issued by a trusted third-party (the Certification
Authority.) The private key and the public key are
cryptographically bound - what one encrypts only the other can
decrypt. Itis this binding that allows the private key - if it has been
held in confidence by its owner - to strongly authenticate the owner
to anyone who obtains the owner’s public key from the CA.

4 5
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Akenti: Certificate Infrastructure

> Metzcape: Hetscape Certificate Service Menu

The Certification

File Edit View Go Bookmarks Options Directory Window
o | e gy | @R | 22| S| W
Back | Eormerd Home Feload | (iages Cipen Prink Find Eleen)

Authority iIssues

Netsite: IIhttps . /rideg-cas

What's New?l What's Cnnl?| Destinatiuns' Net. Searchl Peuplel Suftware|

identity certificates
to users.

N

NETSCAPE
CERTIFICATE
SERVER

Public E Privileged

Public Meawr

Eequest a Personal
Certificate

Bequest a Sexvrer
Certificate

Search fox
Certificates

List Certificates

Accept This
Authority in Vouwe
MasrAgator

Accept This
Authority in Vouwe
Sersrer

Benreny Certificate
Bevocation List

NETSCAPE CERTIFICATE SERVER

Welcome to the MNetscape Certificate Server! The certficate server allows you to create, sign, and manl] b ee n CO m p I ete d .

certificates.

The left frame in this window displays a mern of operadons that oo can perform. There are two menns B oo = - N BN BN BN BN BN BN BN BN B

& Public Menm. If you need to request a certdficate, search for cerdficates, tst a cerdficate anthority, or review

a certficate revocaton list, nse the operations available in the Public Menu.

To access the Poblic Menn of operatons, click the Public buorton.

& Privileged Menw. If you work for this certificate authority as anissving agent or administrator, and yon need to
igsue certficates, revoke certificates, or update the certificate revocation list or the directory server, nse the

operations available in the Provileged benu.

; The CA will have a

: published policy on what is
s required ofthe userin order
: to receive a certificate. The
: request is received by the

s CA administrator and held
. until the identity

1 verification process has

L g — !//
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Akenti: Certificate Infrastructure

~

e

KI----------------

- . . . ' -
fle Edit Wiew Go Communicator Help I T h e u Se r S u p p I I eS 1
Back Fomward Reload Home  Search Guide Frint  Securty  Stop 1
wtv Bookmarks J{, Netsite:Ihttps:ﬂidcg-caf I -
: the basic
NETSCAPE Request a Personal Certificate o I
CERTIFICATE 1 [ InfOrmatIOH fOr a
SERVER This form will help yrou put together the information that you need to submit a request for . .
personal certificate. 1 Certlflcate
IMPORTANT |
When making this request you must use the Navigator in which you wish fo use the cerf{ﬁl
Public I Privileged User's Name : 7 ”
" *“Your Full Name
Public Menu Enter values for those fields that vou wish to have in your certificate. Vour site may requll “
. in certain fields 1 becomes your “Common
’ Peguesﬂfia 1
EXSO1 M
Cegtificate Your Full Name: William E. Johnston - maat.lbl.gov | Name In the X509
1 .
Reauets Lowis. Natme: Jonnston ! certificate. If the same CA
Certificate Your E-mail Address: wejohnstonBlbl.gov 1 ISSUES you mUItIpIe
Seatch f ] .-
Cerificates Organization Unit: 8D , certificates, then the
List Or ization: awrence Berkeley MNational Lakhoratory i names must be unlque.
Cettificates [ |
) Country: L] [
pecop e The exact form of “Org.
uthority in |
Your ¥ Check here if this certificate will b d for electromec mail it” o« n
o eck here 1f this cerificate e used for electronic m : Unrt ’ Org ’ and
Accept This Contact Information [ | “COU ntry” m USt be
Authority in . . ] ] .
Vour Server Enter an e-mail address or phone number at which you can be contacted regarding this I’L! Obta| ned from the CA
|
B ..
% E-mail wejohnstonBlbl.gov i admIHIStratOF.
Eevocation 1
List Phone: 510-486-5014 I
K -----T----------
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Akenti: Certificate Infrastructure

/Use-conditions

A resource stakeholder (e.g. data “owner”) will impose
use-conditions that must be met before access is allowed. Akenti
provides several forms of use-conditions. Example use-conditions:

¢ Some component of an X.509 certificate (e.g. “organization” -
fairly general or “common name” - very specific)
(in this case the X.509 certificate supplies all of the required

attributes)

¢ Group membership
(stakeholders can establish their own groups, and attribute

certificates issued by parties named by the stakeholder will
place a user into the group - I1.e., an attribute certificate issued
to a user that attests to membership in the group)

12

N J
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Akenti: Certificate Infrastructure

IF <expression> THEN <action(g)> WITH <secope>

Review Use Conditions Set

[ J

IF en = William E. Johnston ul and en = Srilekha S. Mudumbai - sandy1@1bl.

fel

Attributes, Attribute Certificate Issuers and their CAs

[T

[

Laboratory /OU=ICS0/CN=1DCG-CA

Subject CA
Use Condition Issuer
Use Condition Issuer’s CA

Add more Conditions

=1CSD/CN=William E. Johnston sg

Laboratory /OU=ICS0/CN=1DCG-CA

e o

Enter path or folder name:

|KhnmefitgsrcfsecuritgfsrcfsecuritgﬁlibKJauaé |

Filter Files

[, 1% Action,sh
RFctionCertificate, java

Ealdlrs AddDzlli=tDhialog, java
Attribute,sh

* Attribute,sh,old

Lerts AttributeCertificate.qui

L3 AttributeCertificate, java

Database AttributeCertificate .map

java

Enter file name:

i

_* |

llpdate

Cancel

id,Chapter | [zysadn |

=IDCG-CA"™ "/C=U3/0=Lawrence Berkeley Nati

iasealPreFerenceaIDuitI

sion |3DES

EX]

[z

mmitl Search...l HDPE...I

ilable in
Internet 5
= [Day but
=xxxx5| M50
yet recei
zigned it

® version

mpression  |[30ES

14,31

|
Z

N

The completed use-condition certificate (requiring an X.509
component in this case) is signed by the stakeholder and made

available by a trusted server.

Imaging and Distributed Computing Group,
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Akenti: Certificate Infrastructure

Attributes are provided by certifiers trusted by the use-condition
Issuer. Formally, attributes are associated with users, not with

resources.)

12 13

(Attributes )

resources. (Though specific groups may be associated with specifi
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Akenti: Certificate Infrastructure

(o A
i Preview and Generate Attribute Certificate
Preview the requirements for generating an attribute certificate and if satisfied, sign it. 0
Attribute grcuﬁ
Cn=oril HP8S
Labhorat
cn=ill
= Mary E. Thampson |, IDCG-CA
cn=Mary :
cn="wil SubjectAndCA
v, o=z
cn=ill
Base :cC
Filter AttributelssuerAndCA William E. Johnston sgl , IDCG-CA
cn=Mary
cn=Mary
Warninc

The= T FIT T TFIr LAE=RRE =) T I T I 1T T T T FITIT T

The attribute certificate is constructed and signed.

:
1
:
:
ininlelalelebelebe el el
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Akenti: Certificate Infrastructure

a I

Ccn=orilekha o. Hudurbai —

Laboratory, coc=U3

cn=William E. Johnston ul

=1

cn=Mary ER. Thompson-ca, o

cn="Millizgm Johnston, u,

v, c=1U3

cn=Williawm E. Johnston -

ry, o=U3

Base :1o0u=IC3D,o0=Lawrence

Filter :(&icn=*thomp¥*) (ti

cn=Mary E. Thompson, ou=I

cn=Mary E. Thompson-ca, o
'--Hain-ing:------------------------------------------
: The certificate is “published”.
|
:The location of attribute certificates is an important part of the assurance process. The
- signing authority must designate one or more trusted servers for publishing attribute
1 certificates. These servers are “trusted” not because a certificate can be counterfeited
[ | I . . . . .
; (extremely difficult - impossible with ordinary resources - because of the cryptographic
. strength of public-key cryptography) but because the absence of a certificate from the
1 designated server (usually the certifier's Web server) denies access to a user.

Nalnlnlnlllelelelelelelelleleleieleiellielelelielotielielieieieielieleiieieleteltlel
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g CDS: A Simple Akenti Application A
CDS (acces€ontrolled Data Sharing)rovides a simple interface
for uploading and downloading files to and from an area of a server
that is access controlled by use-condition certificates.

The file appears on a Web page, and may be described by a simple
annotation.

The goal is a secure and easily used, group-oriented, data sharing
facility.

N J
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Akenti: Application

F Netscape: Index for shared
File Edit “iew Go Communicator Help|

- Wt' Bookra rks Q&. Location: [[https:,-“’,-"]:l:u-:k'gr,-"shau:Eu:h'r i

Index for shared

User view of CDS
annotated file
directory.

K T T T Y

Load files to this directory ‘ Load file

santa.jpg | _delete
—— Loaded on Fri Dec 19 18:07:01 PST 1997 by Mary R. Thompson

This is a larger jpeg file

sidelist.html '_delete
—— Loaded on Wed Dec 31 00:22:31 PST 1997 by Mary R. Thompson

A small colorful html page

giftrans.c ' _delete
—— Loaded on Wed Dec 31 00:48:32 PST 1997 by Mary R. Thompson

a medium sized c file

uname | _delete
—— Loaded on Thu Jan 1 12:18:57 PST 1998 by Mary R. Thompson

ECCCTCEEEEEEEE

k"l"h:.n 10 rn1aa hawanaer sraet to haomrea lnnAdsae Af haanesr Sl sveawlen
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Akenti: Application

F Netscape: setup shared files |_F|_:I—|F|
File Edit “iew Go Communicator Help |
- Wt' Bookra rks Q&. Location: [[https:;’;’ruckyfshared;“setup. cgl i

Debugging output for shared —setup /C=US/O=Lawrence Berkeley National
Laboratory/OU=ICSD/UID=mrt/CN=Mary R. Thompson/Email=mrthompson(@1bl.gov
has rights: read,write FE EmEEm

Akenti access check for /shared

The identity

C=US

O=Lawrence Berkeley National Laboratory
OU=ICSD

UID=mrt

CN=Mary K. Thompson
Email=mrthompson{@lbl.gov

has rights: read ywrite
In directory /shared

N

' The user can query;
the current access,
rights.
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Akenti: Application

F Netscape: setup shared files FFE—IF|

File Edit Yiew Go Communicaor Help|

En

T Wt' Bookra rks 4&. Location: [jﬁhttps:,-",-’lSl. 243 2. 48/shared/setup. cqi?dir_name=shared&action=Load /

Debugging output for shared —setup /C<=US/O=Lawrence Berkeley National

Laboratory/OU=ICSD/UID=-mrt/CN=-Mary R. Thompson/Email=-mrthompson@1bl.gov
has rights: read,write

LBNL Image Library —- Upload a file

Destination directory name I ‘whared

Destination file name I testbinary

Enter any comments about this file:

Thisz is a binary file

S| [P

Path name of source file: | 1/ #0laris/mbone] ver Browse.. |

send_filel

=L -
i B §N B§ BN BN BN BN BN BN BN BN BN BN BN N .

N

' Upload is intended:
to be simple, and
provides for
free-form user
description of the

file.
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Akenti: Application

N

Message from script create tags:

Successfull}f created file /home/imglib3/http.rocky/htdocs/shared/testbinary

Filtering the audit

log will provide user

feedback.
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Akenti: Application

Luad files to this directory ‘ Load fl]E|

santajpg Idelete
—— Loaded on Fri Dec 19 18:07:01 PST 1997 by Mary R. Thompson

This is a larger jpeg file

sidelist.html | “ldelete
—— Loaded on Wed Dec 3100:22:31 PST 1997 by Mary R. Thompson

A small colorful html page

giftrans.c _ldelete
—— Loaded on Wed Dec 31 00:48:32 PST 1997 by Mary R. Thompson

a medium sized c file

uname _ldelete
—— Loaded on Thu Jan 1 12:18:537 PST 1998 by Mary R. Thompson

This is sun binary, just to be sure loading of binary files works

anewfile _ldelete
—— Loaded on Tue Jan 6 12:19:09 PST 1998 by Mary R. Thompson

loaded just to the experimental akenti system

inary _ldelete
—— Loaded on Mon Jan 12 17:22:34 PST 1998 by Mary R. Thompson

Q Nalata calontad HIMI

-

' A new shared file has
been created.

JJEH HE H HE E § & 5§ = = = =N &= &N &N NN
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Akenti: Application

Rt

T| Wt' Bookrmarks & Location: l[https cffrocky fshared/setop. cgi?dir_name=shared&delete file=unames: ,f| |

has rights: read,write

Debugging output for shared —setup /C=US/O=Lawrence Berkeley National
Laboratory/OU=ICSD/UID-mrt/CN=Mary R. Thompson/Email-mrthompson@I1bl.gov

LBNL Image Library —- Delete a file

Do you really want to delete the following file(s) from shared

uname il 5 5 5 5 5 =N 5 =N =N =N == = = §
i .y - 1
anewile . Delete capabillity is,
| |
DELETE| i granted Separately i
| |
Go Back ' from access. '
| |
| |
1 |
1 1
1 1
| |
| |
| |
| |
| |
| |
| |
| |
| |
| |
N N NN RN NN NN NN
-
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Akenti: Application

https: /7131 243 2. 48/shared/ htavthority all/131. 243, 2. 48/shared/. htauthority

Users will be able to
guery who defines
use-conditions, but

not the specific
use-condition.
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4 )

Bandwidth Reservation

stay within the scalable model of the differentiated classes of service as described in the IETF diffserv Working Group documents

The basic idea is to have bilateral end node agreements that “reserve” bandwidth in the sense that a site actively manages allocg
one or more classes of service. The overall limits on a class of service are established in the corresponding service-level agreemg
the institution of the end nodes and the ISP, but the allocation of flows to this class is closely managed by the end node institutions
egress.

Further, the resource allocation should be policy based in a way that allows automated reservation, and it should also be possib
one’s policy based authority to another site so that the bilateral agreements necessary for inter-site application operatic
automatically. (See, e.g., [2].)

The network level technology to accomplish this is provided by the classifier/shaper/policer functions of the diffserv “traffic con

When instantiated, this slot is a “micro flow” in the diffserv terminology.

Reservation requests are made to the bandwidth manager. The identity of the requestor (user_A), together with the requested res
slot, source id, bandwidth) are compared with policy. If the requestor and resource meet the policy, a reservation is made (the slot i
and the available bandwidth in the SLA is decremented) and a certificate (a digitally signed document) is issued by the bandwidth n
represent the reservation.

When, at some point in the future, a request is made to instantiate the flow (i.e. start the instrument or application) the bandwidth
retrieves the certificate (based on the requestor id and flow characteristics), validates the user and certificate, and instantiates the

SLA is never violated because the site bandwidth manager does not over allocate and the TC enforces flow characteristics as rese

Another important component in this architecture is a bandwidth broker. This service interacts with the bandwidth manager at the
in order to accomplish the bilateral reservation. The model here is that some entity (“user_B”) at the target site (“site_B") is the
receiver of the flow. The site_B entity must have the right (i.e., be within the policy of site_B) to utilize this flow. User_B conveys (a
its authority (in the form of a proxy certificate) to user_A, and the site_A bandwidth broker presents this proxy to the site_B ba
manager in order to accomplish the reservation. The site_B incoming flow could probably just be authenticated based on the
matching the reservation (i.e., site_B trusts site_A to authenticate the flow when it is instantiated), although more elaborate auther

(TC) element. Layered on top of the TC is a “slot” allocation mechanism (“bandwidth manager”) that manages the use of a sera

We propose a model for bandwidth reservation that can be used in the context of a general resource reservation scheme, but at the same ti

[5]).

tion agair
2Nt betwe
at the site

le to prox

n happel

itioner”
ice class.

source (tir
S allocate
nanager te

manage

low.
The flow characteristics are passed to the TC for classification and enforcement. From the point of view of the ingress router of thL ISP, the

rved.

target site
willing)
priori)
ndwidth
flow spec
ntication is

\possible.
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Akenti Application: Bandwidth Reservation

LBNL

Policy:

¢ group_B may use premium
bandwidth in SLA1

¢ any Net_Adm (as defined by ESNet
is authorized to establish premium
flows (for group_b and within SLA1
parameters)

Client-I

identity and resource id:
[Client-1] (anyone in group B)

deff'n of “[A] g™
assertion Ain a
document a digitally 0
signed by entity B.

(l.e., a certificate that

can be verified.) @ e

Net Adm id] g+
(authorization)

5

traffic conditioner

Validate and operate
phase (manual - where
we are today).

P — — — 4 o DS domain |«g——
| IP " shaper "I_ ingress node
| classifier | Lo E .
! ¥
I
@ A |
\ /
Client-1 \\ /
N Traffic /
Conditioner
> Agreements
bandwidth |==—
broker @
Net Admi
et Admin ESNet
LBNL external network Differentiated
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Akenti Application: Bandwidth Reservation

~

service [Client-1] (anyone [Client-1] (anyone Premium bandwidth
authorization in ALS) in group B) request, policy-based
certificate A () ri0SLAL t@ authorization, and
server S A R I reservation phase
ro00 SLA-3 1 RSL request 1 (automated).
s I
[AUC] gg @ @ I co-allocator (multi-resource broker) |
| ] - EE B Em am o am o mm o mm omm ol
6
{  GRAM 1
I I
local @ v — -
policy [ bandwidth broker LBNL external
authOI’IZGI’ 1 @ 1 network access Authorization certificate !“AUC”!
@ **@ administration (the result of a policy-based decision to
1 q . permit the use of this class of service)
Service Class omain

pool manager

policy (expressed by a human authority and automatically checked):
¢ SLA-1is a high throughput service level and is restricted to:
i) person A,

class = SLA-1

authorized =

((X.509@LBL-ca.lbl.gov:CN=A)

OR

(group=B@domain_A and
X.509@LBL-ca.lbl.gov:O=Ibl.gov AND

ii) those members of group B who are LBNL employees and are using systefis inDNS=clipper.lbl.gov))

the Clipper sub-domain.
* SLA-1requires
(subject CN=A or (group=B and O=LBL and DNS=clipper.Ibl.gov))

¢ SLA-2 s the default class of service for LBNL, however LBNL routes for MSRI

validity times = hourl:dayl - hour2:day?2
signed = [message digegH

which does not get this class. e
* SLA-2requires O=LBL 1 Globus
1 1 resource
¢ SLA-3is a special class of service negotiated between LBNL, ESNet and the ALS 11 allocation
* SLA-3requires O=LBL, OU=ALS 11 mechanisms
K hwd j
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Akenti Application: Bandwidth Reservation

55—

Vali n r
2A very similar model could be used t | alidate and operate

traffic conditioner I
i
_ ATM PV II DS ingress
Client-I Shaper | node
setup? :I
-y i
_ - — DS ingress |g———
Client-| Ir P -II. = fT — = u node
. —-  Shaper || .
| classifier | Lo — — 4
I L _— — _1 / A
identity and resource id: + |
[Client-1] (anyone in group B) A |
(This could be a proxied service Client-I- \ /
: i i -I: \
request, if policy permits.) o 110 SLA-1 N //
¢+ validity period S o Traffic
@ | I Conditioner
T Agreements
| bandW|di[h SLAL
) broker e SLA-2
3 . SLA3
[AuC] g , _ ESNet
7 (authorization) LBNL external network I Differentiated
service access administration I Services domain
authorization domain I
certificate I
server 1 The policy checking has been done in the past in response to a reservation request. The
“authorizer” just retrieves and validates the authorization.

inlinlnlnlinlinllinlnbelinfeleininbeininbeinininieinieisi i J
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Akenti Application: Bandwidth Reservation

~

Site 4
TC

SLA-10

!LA-l

C-l Site 1

DS domain 1

|
\ SLA-1
‘I\ (allocation)

pool

o committed
—

>
1

Site 1
| bandwidth
broker

\\ i

S 7/

Y -

1
|

I

1

|

1

: > available
|

|

|

1

DS dom. 1
egress

SLA-20

Site 3
TC

The need for
bilateral

agreements

Site 2

= = = = = EXCESS premium

ingress traffic
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Akenti Application: Bandwidth Reservation

TC

Site 4

!LA-l

4

DS domain 1

no additional premium traffic
is currently permitted from this
(or any other) site because all
Site-2 ingress premium band-
width is currently allocated

(the SLA-30 pool is exhausted)

N

request (which was authorized with authority dele-
gated by a site-2 premium bandwidth user)

DS dom. 1
egress
TC

C-l Site 1 :
TC E&—
C-ll .
®
SLA-1 N
(allocation)
i @ pool @
'I committed
—>> available SLA-20
‘
‘ -
I Site 1 Site 1 external Site 3
@ bandwidth network access TC
i broker administration
domain
@l 2A proxy is involved in this allocation request so that'I
| Site 2 may apply its policy model to the C-I, site-1

3This trust domain is interesting because the polig
belongs to Site 2, but the enforcement is in DS-1
egress or at the correspondent’s site.

FE = ==& B

Site 2 external

network access i i
administration SLA-30pool y Lneeenc};j at
domain (exhausted)y DS dom 1
+ . '_eg_ress._
DS domain 1 Site 2
egress bandwidth
administration 3 broker

St EEEEm. .bandwidth
~

Constructing N

bilateral
agreements

Lt all cor-
respon-
dents have
the same
policy
model (e.g.

Site 2
TC

Iis always

I allocated in
I bilateral
fagree-

I ments) then
¥ no enforce-

3

A mmmmmmil

)
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4 )

Monitoring.

The NetLogger [1] event monitoring system is being used to track
and record all “events” — acquisition of policy “elements,” and
their corresponding certificates.

N )

Imaging and Distributed Computing Group, L o
Information and Compu“ng Sciences Division [Global.Capability.Akenti.summary.VG.fm - July 22, 1998] ] |




Akenti Application: Monitoring

Akenti access check for http: f /imglib.1bl. gov /shared fwej \

The identity
FC=13 fO=Lawrence Berkeley National Laboratory,/QOU=IC3D T D=we)/CN=William E. Johnston Email =we @george. 1bl. gov

has fghts: none

LogFile

STATUS PANELS: DIRECTORY SERVICES:

Collecting policy elements ..
Resource=/hame/imglib3/httpimalib htdocsfsharedfwe)/
CertificateDirectory: public Idap idog—ds.lhl.goy

CertificateDirectory: trusted file fhomefuzfusers/johnston/public_htmlh

Yalidating use cenditions ..
Resource=/homefimglib3/http.imglib/htdocs fshareds
CertificateDirectory: public ldap idcg—ds.hl.goy
CertificateDirectory: trusted file fhomesu2fusers/mudumbais/Mewcerts

CertificateDirectory: trusted file fhomefu3fusers/mrt/public_html/attrit
Satisfying access use conditions ..

u Resource=/homesimaglib3/hitpimalib/htdocss

CertificateDirectory: public ldap idcg—ds.hl.goy

User-level Access Checking.
(An Applet invoked from an access controlled Web server.
Even to get this, the user must have an identity certificate
from a trusted CA.
Each colored box results from analyzing a policy element.
The corresponding certificates are displayed on the right.
Clicking on the box will show the policy element.)
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Informatlon and Compu“ng Sciences Division [Global.Capability.Akenti.summary.VG.fm - July 22, 1998] |

Previcus Message Mext Message




Akenti Application: Monitoring

/ﬂkenti policy files for hittp:/ /imglib.1bl. gov /shared fwe]

The identity
FC=1IE fO=Lawrence Berkeley National Laboraters/OU=ICED AN D=we]/CH=Nilliam E. Johnston /Email =we@george bl gov

has the nghts nome
The policy file for shared fwejis:

Certificate Directory public ldap ideg—d=. 1Bl gow

Certificate Directory trusted file /home /1l fusers/ phnston /public_html /Certificates

UseConditionCAand] ssner " /C=113 /O=Lawrence Berkel ey Mational Laboratory/OU=ICED FCN=IDCG -CA" " /C=U3 fO=Lawrence BEerkel ey Mational La
%1 n

UseCond Required http: [ fwrwwr-itg 1Bl gov/ ~phnston /Certificates

Pulling UseConditionCertificate http: £ fwwmr-itg 1Bl gov/ ~phnston /Certificates/

reqatr is: GET f~phnston/Certificatesf HTTP/1.0

Pulling UseConditionCertificate http: £ fwwmr-itg 1Bl gov/ ~phnston /Certificates /A 0REERED O
reqatr is: GET f~phnston/Certificates MA0REEREL 0 HTTPS1.0

UUse Condition Certificate is:

————— BEGIN TEXT CERTIFICATE ————

————— BEGIN TEXT-———-

use—condition

issuerAndCA " fC=IT3 fO=Lawrence Eerkel ey MNational Laboratory/OU=ICED /CHNEIDCG-CA" " FC=13 fO=Lawrence Eerkeley National LaboratoryOU=0
attribute [ group : HPES )"

rescurce http: £ fimglib 1Bl gow/sh ared S

scope sub—tree

enable access read, write modi fir, chmed

subject CA " fC=1TS fO=Lawrence Berkel ey MNational Laboratory /OU=ICE D /CH=IDCG -CA"

attributelssuerAndCA group Attribute " fC=1I5 fO=Lawrence Berkel ey National Laboratery /OU=ICED SCHN=IDCG-CA" " fC=11S fO=Lawrence Berkel ey I
Johnston sgl*

----- END TEXT-———— Administrator-level Policy Checking.
————— EEGIN SIGNATURE —————

(10550 S OPX ] +dvElwilxfEMVnt ZRxed uls WavaJ3 nP2RpH TusY Xayl nSE _ _ _ _
_____ END SICNATURE ————— (Essentially a real-time display of the Akenti log.)

————— END TEXT CERTIFICATE ————

N /
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Akenti Application: Monitoring
( I

The pelicy file for shored is:

#CertificateDirectory public web george

CertificoteDirectory public ldap ideg—ds.1bl. gow

CertificoteDirectory trusted file fhome/ 2 fuzers/mudumbai Tlewcert s

CertificoteDirectory trusted file fhome/uSugers/mrt fpublic html fAHtnbButes

Use Condition CAendIssner " /C=132 fO=Lawrence Berkel ey Mational Laboratery,/OU=ICED fCH=IDCG-CA" " fO=US fO=Lawrence Berkeley National La
OR " C=13 fO=Lawrence Berkel esr Wational Laboratery/OU=ICED fCN=IDCG-CA" " fC=113 fO=Lawrence Berkel ey MNational Laboratery/OU=ICE D fCH-
Ise Cond Required http: / fomwme—ito 1bl gow/-mrt fCertificatesf

Pulling UseConditionCertificate http: / fwowwe-itg 1Bl gowv/ ~mrt fCertificates

reqstr is: GET /~mrt fCertificates” HTTP/1.0

Pulling UseConditionCertificate http: / fwmrer-itg 1Bl gow/ ~mrt fCertificates FE8cLedd 0.0
reqstr is: GET f~mrt fCertificates /E8c2edd0. 0 HTTRF1.0

Tse Condition Certificote is:

————— EEGIHN TEXT CERTIFICATE -————

————— EEGIN TRAXT-————

uze—condition

LID "rocky bl gowEEc2edd0#Wed Jun 10 14: 1655 PDT 1 888"

1ssuerAndCA " fC=US fO=Lawrence Berkeley Mational Laberaters/OU=ICED FCHN=IDCOG -CA" " FC=1J3 fO=Lawrence Berkeley Mational Laberatersy,OL=]
resource hitp: £ fimglib bl gowfshared

scope sub—tree

attribute "[ groeup : IDCG )"

enable read, wrnite medi fy, chmed

attributelssuerAndCA greup "IDCG" Attnbute " fC=1I3 fO=Lawrence Berkel ey Mational Laboratery /OU=ICED fCN=IDCG-CA" " /C=1T3 fO=Lawrence Ee
B Thoempson-sa”

subjectCA " FC=US fO=Lawrence Berkeley National Laboratersy/OU=ICED f/CHN=IDCG-CA"

subject CA " /C=US f0O=Diesel Combustion Cellaboratery/OU=SML /CN=Diesel Cert. ca. sandia. gow"

————— END TEAT-————

————— EEGIN 3IGHNATURE —————

TAUPPG kqwah el eFXLadMNepppl O2mi prrZOGIRARA fx il MosfY sOA LA Lo pt JRYD DEHUO ER

81 7FkEm3peeh MbdSLE gerPOs 2z AT ofN Y SUZEdH WS q 2l Ty ThetE o fl ce+ cmgweag EmMTh EEHW £

uwg RE O3l LWEAHg D 5=

————— END SIGHNATURE ————

————— END TEXT CERTIFICATE ————

N /
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Akenti Application: Monitoring
(= 2

The root policy file i=:

Userld Certificate Anthority " f/C=1I2 fO=Lawrence Berkeley Mational Laboratery /OU=ICED fCN=IDCG -CA" "————= EEGIMN CERTIFICATE ———- h
MIICdDCCAdg A B AT BATANEglkghla G Sw(BAQOFADEe MO swCOY DV, OGEwIVUIEE uMCwG ALl UE Ch MITG FSemVu Y 2Ug Om Vel VL g T 0 WE
gHAIURCxMESUNMNTRDE QMALG AL UE AxMHEURD Ryl DO TAe FoeOBMe L M jrod] M D Ja FreQ S0 TALM jloa 1y

Med DhJaMBdarCel IB ol VEAY TAVTME oL AY DV OBV Y Kdyl WE EEBCEX TZ Wl 2 BOY X RpEAEh BOCY,

EMY W IsemPORESISM O OwCwy DVO OLEwR IO 1 NE MR ARDaY DV 0 DEwd JRENHLUNE MIG fMAOG CEqGEIREDN0Y

EEAOUAAACGIADCEI QKB O DAT - ni e W sl ToC VI TwR Sr Dleqni DU g Sdzc foeqrE B MOAY 3T Rh E He',

+ M D2l mPOK fwE pl ZIWE Y Y g 5+ dK O6et TmUed Oh AB+ObEa 8d Vel 1 +gBoelli SCnrdt 4+ WD ULTHIIED,

1q5Uq FTePM+08s W2 pag AN ZVE q2r+6 fowhid O qVed D ACAEe Clw) DAABSNVH Q4R FaOlliz Clod g 1 Lamen,

prM7ELIPLL T i WAP swHwY DVROEEgwHe ALTC Qedq | Ly Vpr MTELIPLL FinWAP=wD O Y JEaZ hvelAC,

EEEBQADSYE AL oW TE TR Tl +2l k{EmE] g JPLA famwm 0eal)G Zi Blothm 5RG MU s =1 ja ALK C Ese B o,

ER2CeEEJTOvERPTaqtNbbgeZE nllt CJM fiyFk S MMt TPrEuEBExh UaG FuJLMh HIMG S piDTTHOZY 1000sF1 ZmLytdhi QBX ekl bebih eP4 =4 ————— BT
#lserld Certificate Anthority " /C=1J3 /O=Diezel Combustion Collaboratory OU=SMNL /CH=Diezel Cert. ca. sandia gov" "————-] BEGIM
CERTIFICATE———— Y MIICi DO C ARG oA BEADIE ATANEgkqhldG 8wl BAO O FADEBa MO swOY D VOOGEw V=sEaMCYG A UECh MIBG c2VsIENwvE W] o
CxMDUOSMMEEwHwY VOO DExh E aWVeEE W DZX JOLmMNh LoNhbmBpY s bnb S wHh o O Tred DTS Te L W TIwr,

Wh M MDA DIZI Te 1 M TIwl Bo MO swC O DVO OGEw IVUEEs MCYG AL UE Ch MIRGL o2V ENEWI L oSRe',

E2Aa12 80 FibE ThdG Sy TE MMAG ALl UE CxMDUOEMMAEwHwY DVO O DExhEa W Ve X W DZHJ0LmMNh Lolh b,

b EpYEbnbE waZSwD O JHoZlhweN AQEEEQADSY OANI G JAe G B ALEW O f+eH Te IMEaJMAC JI+n2EL Y, ubPSqq 80 ENFadPar FVE StogleFWHE] SlogsnrTi
FONSSLWqlpCE chlu fa W Lt B2 ACTE] CELOK CG TWTSLn5E0hh BewiEHeK Yol joRWLI+pAgME AL

QO BAMBOZAITd D WEETH M jikeES Fe D C AR T 6pUE | +e5i TARBGNWVHE MEG DANETHM ke85 FeD CY

AT EpUE]+e5i TANEgkqhlkdG SwlBAD O FAACOEaOC e Uk FEPUrmEh Slwt EMmmilel MOG s255q 50", e2xER PP SpaMrM EUTY mk VO EZw ) Ol Z8apl ET-+wr
LA O MELTE CTEE N Soei vt DE Tid+MPF AR JalTanE qmba T3 {0 ASyh OAcfiomr==" ————-] END CERTIFICATE ————- &

CertificateDirectory public ldap ideg—ds 1bl. govw

#Certificate Directory public ldap wmwr—collab. ca. sandia gow

#Certificate Directory public web george 1Bl govr

#Certificate Directory trusted file /home /Ml Musers/mudumbai /MNewcert s

UseConditionCAandIssner " /C=13 fO=Lawrence Berleel esr Wational Laboratery/OU=ICED fCN=IDCG-CA" " fO=113 fO=Lawrence Berkel esr Mational La
UseCond Required http: / fwwwr—itg 1Bl gow/~mrt fCertificates,

Pulling UseCeonditienCertificate http: / werwr—itg 1Bl gowf~mrt fCertificates/

regstr is: GET /~mrt fCertificates” HTTP,/ 1.0

Pulling UseConditienCertificate http: £ Mwwmr-itg 1Bl gov/~mrt fCertificat ez Bba8a1 06 O
regstr is: GET /~mrt fCertificates/ SbaB88106.0 HTTP/ 1.0

N /
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UUse Condition Certificate is:

————— BEGIN TEXT CERTIFICATE ————

————— BEGIN TEXT-————

use—condition

UID "rockylbl gosw#oba 801 05#Wed Jun 10 14:00:15 FDT 18858"

issuerAndCA " fC=1T3 fO=Lawrence Berkel esr Mational Laboratory/OU=ICED FCN=IDCG-CA" " /C=U3 fO=Lawrence Berkel e Mational Laboratory/OU=
rescurce http: £ fimglib 1Bl gow

scope sub—tree

attribute "[ o : Lawrence Berkel ey Mational Laboratory or o : Diesel Combustion Cellaboratory )"

enable access read, execute

attributelzsuerAndCA o "Lawrence Berkeley Mational Laboratersy' X508 " /C=115 fO=Lawrence Berkel ey National Laboratory /OU=ICED fCH=IDCG-CA
Laboratery/OU=ICED fON=IDOG—CA"

attributelzsuerAndCA o "Diesel Combustion Collaboratersy” X508 " /C=1TE fO=Dieze]l Combustion Collaboratory /OU=SNL /CHN=Diesel Cert. ca. sandia.g
Collaboratery /OUT=EMNL fCN=Diezel Cert. ca. sandia. gow"

subject CA " fC=1S fO=Lawrence Berkeley Wational Laberatory /OU=ICED /CH=IDCG-CA"

subjectCA " fC=S fO=Diese]l Combustion Collaboratory/OU=SML /CHN=Diezel Cert. ca. sandia gov"

————— EMND TEXT-————

————— BEGIN SIGHNATURE ————

ESW-+dElaMLI 60 TeiF3 pLESG (PFmE] THd faG al+1 80 [LEWELxC O N ES phOThEd n Y Z1{E sLh wee

GEwGiCENBo XY HL+{ShbnHAct nDgt 20N SLaWeen m WA C ¥ Er oM ErpKarkUB={ZF e+ 51 YESw

frifBol Gt icl Mt Thnlo=

————— EMND SIGHNATURE———-

————— EMND TEXT CERTIFICATE -—————

N /
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Unless otherwise noted, these paper are on the Web, and pointers may be found at http://www-itg.lbl.gov/~johnston/papers .
[1] “The NetLogger Methodology for High Performance Distributed Systems Performance Analysis,”

[2] “Authorization and Attribute Certificates for Widely Distributed Access Control,”

[3] “Real-Time Generation and Cataloguing of Large Data-Objects in Widely Distributed Environments,”

[5] diffserv
“There is a clear need for relatively simple and coarse methods of providing differentiated classes of service for Internet traffi¢

[6] WALDO

Notes

Brian Tierney, W. Johnston, J. Lee, G. Hoo, C. Brooks, D. Gunter. 7th IEEE Symposium on High Performance Distributed Con
Chicago, Ill. July 29-31, 1998.

William Johnston, S. Mudumbai, and M. Thompson. IEEE 7th International Workshops on Enabling Technologies: Infrastructy
Collaborative Enterprises - WETICE’98, Stanford, CA. June, 1998.

W.Johnston, Jin G, C. Larsen, J. Lee, G. Hoo, M. Thompson, and B. Tierney (LBNL) and J. Terdiman (Kaiser Permanente Di

Research). Invited paper, International Journal of Digital Libraries - Special Issue on “Digital Libraries in Medicine”. May, 1998.
[4] Akenti

PKI, Attribute, and Use-Condition certificate based access control with distributed management of multi-party policy.
See http://www-itg.lbl.gov/security/Akenti

support various types of applications, and specific business requirements. The differentiated services approach to providing ¢
service in networks employs a small, well- defined set of building blocks from which a variety of services may be built.”
http://lwww.ietf.org/html.charters/diffserv-charter.html
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“The Wide Area Large Data Object Architecture: We are exploring the use of highly distributed computing and storage archite
provide all aspects of collecting, storing, analyzing, and accessing large data-objects. These data-objects can be anywhere fi
MBytes to tens of GBytes in size. They are typically the result of a single operational cycle of an instrument, such as: single 13
images from electron microscopes, video images from cardio-angiography, sets of related images from MRI procedures and in
numerical from a particle accelerator experiment. The source of such data objects, e.g. centralized health care facilities or larn
scientific instruments is often remote from the users of the data and from available large-scale storage and computation syste
“Our Large Data-object Architecture utilizes a high-speed wide-area ATM network between the object sources and a mutli-lev
distributed storage system (DPSS). As the data is being stored, a cataloguing system (ImgLib) automatically creates and stot
condensed versions of the data, textual metadata and pointers to the original data. The catalogue system provides a Web bas¢
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/ interface to the data. The user is able the view the low-resolution data with a standard internet connection and Web brows@ar if
high-resolution is required can use a high-speed connection and special application programs to view the high-resolution origjnal data.”
See http://www-itg.Ibl.gov/WALDO

N )
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